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Abstract

This article presents the study for enhancing cybersecurity awareness of the employees within an
organization by using phishing attack simulation. After gathering data from 482 employees, the data were
analyzed using descriptive statistics and it was found that 22.41 % opened a phishing email message and
clicked on the link. In order to gain their cyber threat awareness, therefore, the knowledge transfer processes
based on cybersecurity awareness for employees have been conducted. Then, the attack simulation with
different content compared to the first round was conducted again. After gathering and analyzing the data
from the same employees, it has been found that only 7.88 % opened the email and clicked on the link.
The number has been reduced by 64.81 % compared to the first phase. Also, the cybersecurity awareness
level has been increased to 88.80 %. That means the knowledge transfer processes that have been
conducted works well. Therefore, this study has a contribution to the concept application for the

cybersecurity awareness in other organizations and other forms of attacks.
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